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Padvish® Anti-Malware Technologies

Exact detection of Detects network-based Realtime detection
malware and disinfection attacks and exploits of new threats

Signature Intrusion Cloud
Based Engine | Prevention System S Protection

Behavioral Artificial
Protection : Intelligence

Monitors execution of programs Detects anomalies and
for suspicious activities never-seen-before threats
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Padvish® AntiCrypto™
Multiple Layers of Protection

Bait Mechanism

Tamper Protection

DataCop™

MBR Protection
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Padvish® DataCop™
Backup using 5% of drive, in 5 seconds

Yesterday's Changes
Today's Changes

Free Space Your Data (Snapshot)
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€)> ¢ @ @ @ hitps://wikileaks.org/ciav7p/cms/page_13762639%html B - 9 || serch noe =

('-WikiLeaks Leaks News About Partners Q shop

Vault 7: CIA Hacking Tools Revealed

< co © @ hitps://wikileaks.org/ciavTp /cms/page_137631 82wt

zwikibeaks Leaks News About Partners

Module Name: MISCLinkWiiter_GRF (Giraffe Link Flles, EZHOOKUP, EZCHEESE)
Releases v Documents v

Navigation: » Directory » Knowledge Base

u oTCIA Sbuwl 1 oS (S5 b )15 1 (s gecs
VAULT7 &Sbes il 38 Giagol 00l 395 o e

B 9 Qserch

tion: This ™

Removable Media Link File Execution (EVRemovableMedialLink_EZC - EZCheese)

SECRET/INOFORN

Usage:

FILE ATTRIBUTE WAL, BOOL BWLITerm = FALSE);

OSB Library: Execution Vectors Library screr ‘weLinkPath: The path to where the ink fle shouid be written. Ex C:testlinkshere

‘weLinkName inkPath) Ex

(Okapi) technique.

Lokirieter CreoteLink (U “wcLinkPath /“Directory Wolding Link Files*/, WOHAR “weLinklone [“Mose of speckfic Link Filer/, WCHAR “weLinkTorget /“Target of Link ile (poth to 411)*/, DAORD dufoldersteribe =

Removable Media Link File Execution Iranian PSP Padvish
(TAO says it gets caught 7/14)

‘weLinkTarget: The target of the ink fle. Ex: :testlinksheralabc Ink

Attributes of any the link file.

PSPIOS Issues:

Returns L ibed

Iranian PSP Padvish (TAO says it gets caught 7/14).

L'\,/“\

PSPIOS Issues: ranian PSP Padvish caiches TAO version of GIRAFFE (may calch this one as well - 7/14).

(excerpt’ missing)

Padvish® UMP™

GIRAFFE EZ Cheese

Padvish
umMp™

bNullTerm touse null t (Giraffe).

PSP/OS Issue: iranian PSP Padvish
catches TAO version of GIRAFFE
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Padvish® P2P Update Service
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Padvish® Mail Gateway System

Padvish
Mail Gateway

Normal E-Mail v/

Normal E-Mail

Malware

Normal E-Mail
Normal E-Mail

Spammers
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